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ABSTRACT 
In, which uses smart phone resources includes computing power and 

energy can be opportunistically gathered to process the personal health 

information (PHI) with minimal privacy disclosure. In specific, to leverage 

the PHI privacy disclosure and the high reliability of PHI process and 

transmission in m-Healthcare emergency, we introduce an efficient user-

centric privacy access control in SPOC framework, which is based on an 

attribute-based access control and a new privacy-preserving scalar product 

computation (PPSPC) technique, and allows a medical user to decide who 

can participate in the opportunistic computing to assist in processing his 

overwhelming PHI data. 

 
Keywords:Personal health information(PHI);secure and privacy-

preserving opportunistic computing framework(SPOC);PPSC. 

 

I. INTRODUCTION 

 

In our society, mobile Healthcare (m-Healthcare) system has been 

envisioned as an important application of pervasive computing to 

improve health care quality and save lives, where miniaturized 

wearable and implantable body sensor nodes and smartphones are 

utilized to provide remote healthcare monitoring. Specifically, in an 

m-Healthcare system, medical users are no longer needed to be 

monitored within home or hospital environments. Instead, after 

being equipped with medical users can walk outside and receive the 

high-quality healthcare monitoring from medical professionals 

anytime and anywhere. For example, as shown in Fig. 1, each 

mobile medical user’s personal health information (PHI) such as 

heart beat, blood sugar level, blood pressure and temperature and 

others, can be first collected by BSN, and then aggregated by 

smartphone. Finally, they are further transmitted to the remote 

healthcare center via 3G networks. Based on these collected PHI 

data, medical professionals at healthcare center can continuously 

monitor medical users’ health conditions and as well quickly 

reactto users’ life-threatening situations and save their lives 

 

Fig.1 Personal Health Information 

by dispatching ambulance and medical personnel to an emergency 

location in a timely fashion.Although m-Healthcare system can 

benefit medical users by providing high-quality pervasive 

healthcare monitoring, the flourish of m-Healthcare system still 

hinges upon how we fully understand and manage the challenges 

facing in m- Healthcare system, especially during a medical 

emergency. To clearly illustrate the challenges in m-Healthcare 

emergency, we consider the following scenario. In general, a 

medical user’s PHI should be reported to the healthcare center 

every 5 minutes for normal remote monitoring. However, when he 

has an emergency medical condition, for example, heart attack, his 

BSN becomes busy reading a variety of medical measures, such as 

heart rate, blood pressure, and as a result, a large amount of PHI 

data will be generated in a very short period of time, and they 

further should be reported every 10 seconds for high-intensive 

monitoring before ambulance and medical personnel’s arrival. 

However, since smart phone is not only used for healthcare 

monitoring, but also for other applications, i.e., phoning with 

friends, the smartphone’s energy could be insufficient when an 

emergency takes place. Although this kind of unexpected event 

may happen with very low probability, i.e., 0.005, for a medical 
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emergency, when we take into 10, 000 emergency cases into 

consideration, the average event number will reach 50, which is not 

negligible and explicitly indicates the reliability of m-Healthcare 

system is still challenging in emergency. 

Opportunistic computing is characterized by exploiting all available 

computing resources in an opportunistic environment to provide a 

platform for the distributed execution of a computing-intensive 

task. For example, once the execution of a task exceeds the energy 

and computing power available on a single node, other 

opportunistically contacted nodes can contribute to the execution of 

the original task by running a subset of task, so that the original 

task can be reliably performed. Obviously, opportunistic computing 

paradigm can be applied in m-Healthcare emergency to resolve the 

challenging reliability issue in PHI process. However, PHI are 

personal information and very sensitive to medical users, once the 

raw PHI data are processed in opportunistic computing, the privacy 

of PHI would be disclosed. Therefore, how to balance the high 

reliability of PHI process while minimizing the PHI privacy 

disclosure during the opportunistic computing becomes a 

challenging issue. 

Secure and privacy- In this paper,  

First, we propose SPOC, a secure and privacy-preserving 

opportunistic computing framework for m-Healthcare emergency. 

With SPOC, the resources available on other opportunistically 

contacted medical users’ smartphones can be gathered together to 

deal with the computing- intensive PHI process in emergency 

situation. Since the PHI will be disclosed during the process in 

opportunistic computing, to minimize the PHI privacy disclosure, 

SPOC introduces a user-centric two-phase privacy access control to 

only allow those medical users who have similar symptoms to 

participate in opportunistic computing.  

Second, to achieve user-centric privacy access control in 

opportunistic computing, we present an efficient attribute based 

access control and a novel non-homomorphic encryption based 

privacy-preserving scalar product computation (PPSPC) protocol, 

where the attributed-based access control can help a medical user in 

emergency to identify other medical users, and PPSPC protocol can 

further control only those medical users who have similar 

symptoms to participate in the opportunistic computing while 

without directly revealing users’ symptoms. Note that, although 

PPSPC protocols have been well studied in privacy-preserving, yet 

most of them are relying on time-consuming homomorphic 

encryption technique. To the best of our knowledge, our novel non-

homomorphic encryption based PPSPC protocol is the most 

efficient one in terms of computational and communication 

overheads. 

Third, to validate the effectiveness of the proposed SPOC 

framework in m-Healthcare emergency, we also develop a custom 

simulator built in Java. Extensive simulation results show that the 

proposed SPOC framework can help medical users to balance the 

high-reliability of PHI process and minimizing the PHI privacy 

disclosure in m- Healthcare emergency. 

The remainder of this paper is organized as follows. In Section 2, 

we formalize the system model and security model, and identify 

our design goal. Then, we present the SPOC framework in Section 

3, followed by the security analysis and performance evaluation in 

Section 4 and Section 5, respectively. We also review some related 

works in Section 6. Finally, we draw our conclusions in Section 7. 

II. MODELS AND DESIGN GOAL 

In this section, we formalize the system model and security model, 

and identify our design goal as well. 

a.System Model 

In our system model, we consider a trusted authority (TA) and a 

group of l medical users U = {U1,U2,···,Ul}, as shown in Fig. 2. 

TA is a trustable and powerful entity located at healthcare center, 

which is mainly responsible for the management of the whole m-

Healthcare system, e.g., initializing the system, equipping proper 

body sensor nodes and key materials to medical users. Each 

medical user Ui∈ U is equipped with personal BSN and 

smartphone, which can periodically collect PHI and report them to 

the healthcare center for achieving better health care quality. Unlike 

in-bed patients at home or hospital medical users U in our model 

are considered as mobile ones, i.e., walking outside. 

BSN and smartphone are two key components for the success of m-

Healthcare system. In order to guarantee the high reliability of BSN 

and smartphone, the batteries of BSN and smartphone should be 

charged up everyday so that the battery energy can support daily 

remote monitoring task in m-Healthcare system. In general, since 

the BSN is dedicated for remote monitoring, after being charged 

everyday, BSN can deal with not only the normal situations but 

also the emergency cases in m-Healthcare. However, since the 

smartphone could be used for other purposes, e.g., phoning friends, 

surfing webpages, when an emergency suddenly takes place, the 

residual power of smartphone may be insufficient for high-

intensive PHI process and transmission. To deal with this 

embarrassing situation, opportunistic computing provides a 

promising solution in m-Healthcare system, i.e., when other 

medical users find out one medical user Ui∈ U is in emergency, 

they will contribute their smartphones’ resources to help Ui with 
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processing and transmitting PHI. 

 

b. Security Model 

Opportunistic computing can enhance the reliability for high 

intensive PHI process and transmission in m-Healthcare 

emergency. However, since PHI is very sensitive, a medical user, 

even in emergency, will not expect to disclose his PHI to all 

passing-by medical users. Instead, he may only disclose his PHI to 

those medical users who have some similar symptoms with him. In 

this case, the emergency situation can be handled by opportunistic 

computing with minimal privacy disclosure. Specifically, in our 

security model, we essentially define two-phase privacy access 

control in opportunistic computing, which are required for 

achieving high-reliable PHI process and transmission in m-

Healthcare emergency, as shown in Fig. 3. 

1) Phase-I access control:Phase-I access control indicates that 

although a passing-by person has a smartphone with enough power, 

as a non-medical user, he is not welcomed to par- ticipate in 

opportunistic computing1. Since the opportunistic 

computingrequiressmartphonesthat are installed with the same 

medical software’s to cooperatively process the PHI, if a passing-

by person is not a medical user, the lack of necessary software’s 

does not make him as an ideal helper. Therefore, the phase-I 

privacy access control is prerequisite. 

2) Phase-II access control:Phase-II access control only allows 

those medical users who have some similar symptoms to participate 

in the opportunistic computing. The reason is that those medical 

users, due to with the similar symptoms, are kind of skilled to 

process the same type PHI. Note that, the threshold TH is a user 

self-control parameter. When the emergency takes place at a 

location with high traffic, the threshold TH will be set high to 

minimize the privacy dis- closure. However, if the location has low 

traffic, the threshold TH should be low so that the high-reliable PHI 

process and transmission can be first guaranteed. 

 

 Fig.3 Emergency Flow Chart 

c.Design Goal 

Our design goal is to develop a secure and privacy-preserving 

opportunistic computing framework to provide high reliability of 

PHI process and transmission while minimizing PHI privacy 

disclosure in m-Healthcare emergency. Specifically, we i) apply 

opportunistic computing in m-Healthcare emergency to achieve 

high-reliability of PHI process and transmission; and ii) develop 

user-centric privacy access control to minimize the PHI privacy 

disclosure. 

III CONCLUSION 

 

In this paper, we have proposed a secure and privacy- preserving 

opportunistic computing (SPOC) framework for m-Healthcare 

emergency, which mainly exploits how to use opportunistic 

computing to achieve high reliability of PHI process and 

transmission in emergency while minimizing the privacy disclosure 

during the opportunistic computing. Detailed security analysis 

shows that the proposed SPOC framework can achieve the efficient 

user-centric privacy access control. In addition, through extensive 

performance evaluation, we have also demonstrated the proposed 
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SPOC framework can balance the high-intensive PHI process and 

transmission and minimizing the PHI privacy disclosure in m-

Healthcare emergency. In our future work, we intend to carry on 

smartphone based experiments to further verify the effectiveness of 

the proposed SPOC framework. In addition, we will also exploit the 

security issues of SPOC with internal attackers, where the internal 

attackers will not honestly follow the protocol. 
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